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Information Security and Privacy Confidentiality Policy
Policy Purpose

This policy is intended to provide guidance on protecting access to and usage of data across the
Tufts community.

Scope

This policy applies to all faculty, students, staff, guests, suppliers, systems, software, algorithms and any
other human or non-human entities associated with the Tufts community, regardless of affiliation. This
policy applies to all institutional data.

Definitions

Institutional Data: All information that is created, discovered, collected, licensed, maintained,
recorded, used, or managed by the University, its employees, and agents working on its behalf,
regardless of ownership or origin. Such information is institutional data regardless of the ownership
of any device, machine, equipment, or technology used to create, discover, collect, store, access,
display, or transmit the information.

Institutional Systems. The electronic and physical systems owned, leased, licensed, managed,
authorized or otherwise provided by Tufts University used to access, create, discover, collect, store,
access, display, or transmit institutional data. Institutional systems include, without limitation,
desktop computers, laptops, servers, printers, scanners, copiers, research equipment, telephone
systems, email systems, networks, databases, and cloud storage services, other software
applications and services, and other devices, machines, equipment, and hardware.

Confidentiality Rating Levels:

Restricted Institutional Data (Highest - Level 3) @ @ @

Data for which the unauthorized disclosure or unauthorized use may have a severe adverse
effect on the university's reputation, finances, or operations, or on individuals. This
classification includes data governed by privacy or information protection requirements
articulated by law, regulation, contract, binding agreement, or industry groups.

Confidential Institutional Data (Middle Level — Level 2) (@) @)

All institutional data is Confidential Institutional Data unless the data has been designated as
or otherwise qualifies as either Restricted Institutional Data or Public Institutional Data.
Confidential Institutional Data includes data for which unauthorized disclosure or use may
have a significant adverse effect on the university's reputation, finances, operations, or on
individuals.

Public Institutional Data (Lowest Level — Level 1) @
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Data appropriately made available to all entities in scope or to the general public. This data
includes data for which unauthorized disclosure or use would not have an adverse effect on
the university's reputation, finances, operations, or on individuals.

The University reserves the right to control the content, scope, volume, and format of data provided
as Public Information, as well as its method of disclosure and the intended audience.

Integrity: All entities in scope are responsible for maintaining the integrity of the institutional data
that they access or use or is otherwise under their care ensuring that the data is complete and
unaltered in all essential respects.

Availability: All entities in scope are responsible for maintaining the availability of the
institutional data that they access or use or is otherwise under their care to entities who are
permitted to use such data, ensuring the data is retrievable, deliverable, and understandable.

Policy Statement

All entities in scope must manage institutional data under their care, whether collecting,
discovering, creating, storing, using, sharing, archiving, destroying, or otherwise handling
institutional data, with safeguards that are commensurate with the data’s confidentiality rating level
and will ensure the security, confidentiality, integrity and availability of that data. Safeguards for
institutional systems also must be commensurate with the highest confidentiality rating level of
institutional data collected, created, stored, used, or processed on the system. When policies,
standards, or guidelines established by the University, by a school, division, or department, or for a
specific system, are more restrictive than those established by this policy, then the more restrictive
provisions will take precedence.

The University is committed to ensuring the value of its institutional data as an institutional
resource for the furtherance of its mission. The value of institutional data as a university resource is
dependent on its appropriate and compliant use. Its value is diminished through misuse, damage,
alteration, misinterpretation, inappropriate disclosure, or unnecessary restrictions to its access by
users requiring the information. Respecting the security privacy of personal information includes
not placing institutional data on institutional systems or other environments that are unfit or
unauthorized for such purposes or engaging in activities that unnecessarily expose institutional data
to harm or unauthorized access.

This policy and suite of accompanying policies, standards and procedures will help ensure that
Tufts’ institutional data is protected from misuse, unauthorized access, damage, alteration, or
inappropriate disclosure, while preserving the ability of authorized entities to access and use
institutional data for appropriate University purposes.

Violations

Violations of this policy will be handled in accordance with Tufts Information Technology,
Security, and Privacy Sanctions Policy.
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Required Related Policies and Standards:

Business Conduct Policy

Information Stewardship and Acceptable Use of Technology and Data Policy
Information Security and Privacy Confidentiality Policy

Information Technology, Security, and Privacy Sanctions Policy

Information Stewardship Incident Response Policy

Tufts Written Information Security Program Standard

Information Security and Privacy Posture Standards

Tufts Technology Services Standards, Procedures, and Guidelines

Approval Entity(ies):

IT Steering Committee

Information Stewardship Subcommittee
Office of University Counsel

Academic Council

Office of the President

Approval Date:

September 15, 2011

Effective Date:

September 20, 2011

Last Updated:

Revisions June 6, 2018, November 20, 2024
Executive Sponsor(s):

Chief Information Officer

Policy Owner(s):

Office of Information Security in Tufts Technology Services
Chief Information Officer

Revision:

The University reserves the right to change this Policy from time to time. Proposed changes will
normally be developed by the Policy Owners with appropriate stakeholders. The review entities
have sole authority to approve material changes to this Policy. Modifications to this Policy that are
not material may be approved by the Office of University Counsel.
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